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“Identity has been at the heart of most every breach in the past two years.  

Many of these breaches have involved someone gaining access by using 

compromised identity, then changing their identity once inside the network to 

ratchet up access to data and systems by taking over a privileged account and 

in the process gaining unlimited access to the network, to systems and to 

data.”  
 

-- Richard Kneeley, PwC US Managing Director, Cyber security and Privacy,    

The Global State of Information Security Survey 2017  





At risk? 

Improving? 

Best practice? 



10/6/17 7 PathMaker Group – Confidential – Do not distribute 

CMM approach to scoring 

Maturity model 
 
A maturity model can be viewed as a set of structured levels that describe 
how well the behaviors, practices and processes of an organization can 
reliably and sustainably produce required outcomes. 
 
A maturity model can be used as a benchmark for comparison and as an 
aid to understanding - for example, for comparative assessment of different 
organizations where there is something in common that can be used as a 
basis for comparison.  
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Level 1 - Initial (Chaotic) 
It is characteristic of processes at this level that they are (typically) undocumented and in a state of dynamic change, tending to be 
driven in an ad hoc, uncontrolled and reactive manner by users or events. This provides a chaotic or unstable environment for 
the processes. 
 

Level 2 - Repeatable 
It is characteristic of processes at this level that some processes are repeatable, possibly with consistent results. Process 
discipline is unlikely to be rigorous, but where it exists it may help to ensure that existing processes are maintained during times of 
stress. 
 
Level 3 - Defined 
It is characteristic of processes at this level that there are sets of defined and documented standard processes established and 
subject to some degree of improvement over time. These standard processes are in place (i.e., they are the AS-IS processes) and 
used to establish consistency of process performance across the organization. 
 
Level 4 - Managed 
It is characteristic of processes at this level that, using process metrics, management can effectively control the AS-IS process. 
In particular, management can identify ways to adjust and adapt the process to particular projects without measurable losses of 
quality or deviations from specifications. Process Capability is established from this level. 
 

Level 5 - Optimizing 
It is a characteristic of processes at this level that the focus is on continually improving process performance through both 
incremental and innovative technological changes/improvements. 
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Where is our risk? 
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What will it 
take to close 
gaps? 
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Build a Strong IAM Program by 
Benchmarking to Best Practice 
 

1.  Optimize existing solutions with better, simplified processes 

2.  Leverage investments by targeting best practices 

3.  Build a foundation for future growth 

4.  Establish a baseline with measurable progression to anchor 

stakeholder support 

5.  Show where, when and how you will invest budget dollars 

6.  Provide an organized, long-term view of the IAM program 

7.  Focus on the right order for key next steps 

8.  Make budgeting an orderly process, absent of surprises 
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Central to the IAM MAP process is a 

benchmark called the ‘8 Levers of IAM 

Maturity’ in an enterprise and it contains 

the 80 most important measures that a 

leader should look at to evaluate the 

progress of the IAM program. 

 

By knowing where you are from poor to 

best in each lever at the strategic level, and 

each of the 80 measures at the tactical 

level, you can prioritize performance 

improvement and drive maturity up.  The 

result is stronger overall security for your 

organization. 

8 Levers of IAM 
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Lever 1 – User Identity Stores 
 

How effectively and efficiently is the 

organization managing the number and 

accuracy of stores of user information across 

the  enterprise? 

Topics include attribute inventory, authoritative 

sources,  synchronization, data consumers, 

redundant sources, data stewardship. 
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Lever 2 – User Account Provisioning 
 

Account provisioning is the process of creating 

user accounts for systems and applications 

across the enterprise. 

 

Topics include centralized control, workflow 

automation, access request, speed of account 

provisioning and de-provisioning, orphaned 

accounts, user id policy, roles, privileged 

accounts, service accounts. 
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Lever 3 – Credential Management 
 

Managing passwords includes the initial creation 

and reset processes as well as establishing 

appropriate standards and policies. 

Topics include password strength policies, 
password creation and issuance process, 
password management, synchronization, self-
service, privileged access. 
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Lever 4 – Authentication and Authorization 
 
Authentication and authorization is the process 
of proving who you are and that you are 
appropriately authorized to access information. 

Topics include single sign-on, centralized 
authentication policy, access to cloud and 
mobile apps, multi-factor authentication, 
session management, behavioral anti-fraud 
analytics. 
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Lever 5 – Identity Governance 
 
Identity Governance or role and compliance 
management is a set of processes that allows 
system owners to easily understand access 
rights, pro-actively manage user roles and 
privileges, and also satisfy possible audit and 
compliance requirements.  

Topics include separation of duties, access 
certification, regulatory compliance, security 
policy, application risk review, transaction risk, 
role mining, user behavioral monitoring, role 
review, unstructured data governance. 
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Lever 6 – Reporting and Auditing 
 
Fully featured IAM reporting and auditing 
provides a robust set of capabilities that can 
track all user life cycle activities, report the data 
for auditing and key metrics in a dynamic and 
flexible manner, and integrate the data into 
Security Intelligence tools for further 
correlation and analysis. 

Topics include IAM reporting tools, SIEM 
integration, inventory reporting, account 
lifecycle reporting, KPIs for IAM, privileged 
account activity reporting, policy violations, 
orphan/dormant accounts, audit reporting. 
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Lever 7 – Operations 
 
A mature IAM operational model includes 
having a scalable, redundant architecture and 
infrastructure, the right on-premise vs. cloud 
mix, and the people and processes required to 
manage, operate, and support an IAM program. 

Topics include operational support, outage 
recovery, ease of system maintenance and 
management, change management, root cause 
analysis, performance management, cloud 
management. 
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Lever 8 – Program Governance 
 
An Identity  and Access Management 
Governance program enables the enterprise to 
plan, establish, enforce and review the plans, 
policies, and procedures an enterprise will 
leverage to advance to a fully mature state. 

Topics include program ownership, strategy and 
roadmap, steering committee, methodology, 
program metrics, IAM reference architecture, 
IAM system standards. 
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IAM MAP Outputs 
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1.  Review heat map and take action on easier, short-term 

low hanging fruit (Create processes, leverage data for 

reporting, create application inventory, etc.) 

2.  Prioritize and sequence longer-term improvements using 

“work plan” 

3.  Model planned changes and review cost of risk gap closure 

4.  Build scope/budget and begin next major phase of work 

5.  Re-score IAM MAP after each major phase of work to track 

improvements 

 

Key Post Workshop Actions 
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“Between half and two-thirds of organizations 

attempting to establish a truly-effective IAM program 

approach it in the wrong way.  IAM process 

requirements should always precede organization and 

technology decisions. But currently, most IAM planning 

is done around clusters of technologies, rather than by 

addressing specific IT or business processes.” 

 

-- Earl Perkins, IAM Research Vice President at Gartner 



10/6/17 33 PathMaker Group – Confidential – Do not distribute 

Keith Squires, PMP 

President/CEO 

PathMaker Group 

817.704.3644 

Questions?    
Download presentation at About Us/Resources   

Dallas Office 

635 Fritz Dr., Suite 110 

Coppell, Texas 75019 

Email: 

info@pathmaker-group.com 
 

Website:  

www.pathmaker-group.com 

Austin Office 

1250 Capital of Texas Hwy S. 

Building 3, Suite 400 

Austin, Texas 78746 
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“PathMaker Group is all in all just a great company.  From top to bottom their 

people have integrity.  They are personable, flexible, professional and a true partner 

with us.  We can count on you to be there to pickup the phone at 2 am.“ 

Chris Armstrong, BNSF Railway 

“We view PathMaker Group as a true partner, as part of the team, and that matters a 

lot because they show concern for our business beyond just what they can get from 

us.  They are our first option when we need help trying to solve a problem.” 

Mike Couvillon, Drilling Info 

What our customers are saying  . . .  
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Over 400 IAM Projects Since 2003 
 
 



Successfully Implementing IAM 
Since 2003 
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