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“Identity has been at the heart of most every breach in the past two years.
Many of these breaches have involved someone gaining access by using
compromised identity, then changing their identity once inside the network to
ratchet up access to data and systems by taking over a privileged account and
in the process gaining unlimited access to the network, to systems and to
data.”

-- Richard Kneeley, PwC US Managing Director, Cyber security and vaacy
The Global State of Information Security Survey 2017
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CMM approach to scoring

Maturity model

A maturity model can be viewed as a set of structured levels that describe
how well the behaviors, practices and processes of an organization can
reliably and sustainably produce required outcomes.

A maturity model can be used as a benchmark for comparison and as an
aid to understanding - for example, for comparative assessment of different
organizations where there is something in common that can be used as a

basis for comparison.
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Level 1 - Initial (Chaotic)

It is characteristic of processes at this level that they are (typically) undocumented and in a state of dynamic change, tending to be
driven in an ad hoc, uncontrolled and reactive manner by users or events. This provides a chaotic or unstable environment for
the processes.

Level 2 - Repeatable

It is characteristic of processes at this level that some processes are repeatable, possibly with consistent results. Process
discipline is unlikely to be rigorous, but where it exists it may help to ensure that existing processes are maintained during times of
stress.

Level 3 - Defined

It is characteristic of processes at this level that there are sets of defined and documented standard processes established and
subject to some degree of improvement over time. These standard processes are in place (i.e., they are the AS-IS processes) and
used to establish consistency of process performance across the organization.

Level 4 - Managed
It is characteristic of processes at this level that, using process metrics, management can effectively control the AS-IS process.
In particular, management can identify ways to adjust and adapt the process to particular projects without measurable losses of
quality or deviations from specifications. Process Capability is established from this level.

Level 5 - Optimizing
It is a characteristic of processes at this level that the focus is on continually improving process performance through both
incremental and innovative technological changes/improvements.
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Where is our risk?

User Identity Stores

Program Governance User Account Provisioning

Credential Management

Operations

Reporting and Auditing Authentication and Authorization

Identity Governance
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Build a Strong |AM Program by
Benchmarking to Best Practice

Optimize existing solutions with better, simplified processes
Leverage investments by targeting best practices

Build a foundation for future growth

T

Establish a baseline with measurable progression to anchor

stakeholder support

Show where, when and how you will invest budget dollars \>
Provide an organized, long-term view of the |AM program / "

Focus on the right order for key next steps

® N o W

Make budgeting an orderly process, absent of surprises
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8 Levers of |AM

STORES
Central to the IAM MAP process is a

benchmark called the ‘8 Levers of 1AM PROGRAM USER ACCOUNT
GOVERNANCE PROVISIONING

CREDENTIAL
MANAGEMENT

|IAM MAP™

Maturity’ in an enterprise and it contains
the 80 most important measures that a
leader should look at to evaluate the
progress of the 1AM program. OPERATIONS

By knowing where you are from poor to
best in each lever at the strategic level, and
_ REPORTING AND AUTHENTICATION &
each of the 80 measures at the tactical AUDITING AUTHORIZATION
level, you can prioritize performance
improvement and drive maturity up. The IDENTITY
. . GOVERNANCE
result is stronger overall security for your

organization.
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Lever 1 - User Identity Stores

How effectively and efficiently is the
organization managing the number and
accuracy of stores of user information across

the enterprise?

Topics include attribute inventory, authoritative
sources, synchronization, data consumers,

redundant sources, data stewardship.

USER IDENTITY
STORES

PROGRAM 17,eR ACCOUNT
GOVERNANCE PROVISIONING

CREDENTIAL
OPERATIONS ) MANAGEMENT

IAM MAP™

REPORTING AND AUTHENTICATION &
AUDITING AUTHORIZATION

IDENTITY
GOVERNANCE
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Help For Question 1 - Have you identified all of the sources of identity

USER IDENTITY

information and attributes within the enterprise? STORES
Question 1 - Have you identified all of the sources of identity information and attributes within the 2 e
enterprise?
Select one ) Key identity stores and attributes have been identified and all consumers of user identity data

have been identified and cataloged.
© All identity stores and attributes have been identified.
Key identity stores and attributes have been identified.
Identity stores have been identified but attributes have not been cataloged.

No dependable inventory of sources of identity data within our organization have been

identified or a process has been started but is not completed.

No Answer
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Lever 2 - User Account Provisioning USER IDENTITY

STORES
PROGRAM USER ACCOUN‘I\

Account provisioning is the process of creating SO FOISONE

user accounts for systems and applications S ) —

MANAGEMENT

across the enterprise. 1AM MAP™

REPORTING AND AUTHENTICATION &
AUDITING AUTHORIZATION

Topics include centralized control, workflow ENTITY

GOVERNANCE

automation, access request, speed of account
provisioning and de-provisioning, orphaned
accounts, user id policy, roles, privileged

accounts, service accounts.
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Help For Question 6 - How well does the organization manage un-owned
(orphaned) accounts? STORES

USER IDENTITY

PROGRAM USER ACCOUN’I\

Question 6 - How well does the organization manage un-owned (orphaned) accounts? 2

Select one

All orphaned accounts are easily identified and systematically removed on a timely basis.
© Orphaned accounts for most systems are identified systematically but removed manually.

Orphaned accounts for key systems are identified using a systematic process.

A process for removing orphaned accounts is being developed.

No formal process exists for removing orphaned accounts.

No Answer

10/6/17
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Lever 3 - Credential Management USER IDENTITY
STORES
. . .. . PROGRAM USER ACCOUNT
Managing passwords includes the initial creation COVERANGE fRoeC
and reset processes as well as establishing S ) —
MANAGEMENT
appropriate standards and policies. IAM MAP®

REPORTING AND AUTHENTICATION &
AUDITING AUTHORIZATION

Topics include password strength policies, i
password creation and issuance process,
password management, synchronization, self-
service, privileged access.
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Help For Question 3 - How is the initial password/credential

L IDENTITY
communicated to the new account owner? TORES @

Question 3 - How is the initial password/credential communicated to the new account owner? 2

Select one © The account user either generates the credential or is the only one who receives the credential.
The supervisor and the account user are notified automatically.
An administrator creates the credential and the account user is notified manually.

An administrator creates the credential and the supervisor communicates the information to

the account user manually.
No standard approach has been defined.

No Answer
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Lever 4 - Authentication and Authorization UsER IDENTITY
STORES
a a a a . PROGRAM USER ACCOUNT
Authentication and authorization is the process GOVERNANCE PROVISONING
of proving who you are and that you are
appropriately authorized to access information. [EEaEE ANAGEMENT
REPORTING AND AUTHENTICATION &
AUDITING AUTHORIZATION
Topics include single sign-on, centralized \ /

GOVERNANCE

authentication policy, access to cloud and
mobile apps, multi-factor authentication,
session management, behavioral anti-fraud
analytics.
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Help For Question 3 - How is access to externally hosted services

USER IDENTITY
managed? STORES

PROGRAM USER ACCOUNT

GOVERNANCE PROVISIONING
Question 3 - How is access to externally hosted services managed?

Select one ) Atrusted authentication mechanism has been implemented for all applications including

mobile applications.
© All web applications use a single login credential.
Key web applications use a single login credential.
Implementation of a common framework for external logins is in progress.
Each provider requires a separate set of login credentials.

No Answer
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Lever 5 - ldentity Governance USER IDENTITY
Y
STORES

o o PROGRAM USER ACCOUNT
ldentity Governance or role and compliance GOVERNANCE PROVISIONNNG
management is a set of processes that allows )
system owners to easily understand access R VANAGEMENT
rights, pro-actively manage user roles and IAM MAP®
privileges, and also satisfy possible audit and LD SITHEIEToRS
compliance requirements. ety

GOVERNANCE

Topics include separation of duties, access
certification, regulatory compliance, security
policy, application risk review, transaction risk,
role mining, user behavioral monitoring, role
review, unstructured data governance.
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Help For Question 2 - To what degree does the enterprise perform

access certification? USER IDENTITY
STORES

PROGRAM USER ACCOUNT
GOVERNANCE PROVISIONING

Select one ) An access certification process is in place for all systems with automated remediation.

© An access certification process is in place for most systems with both manual and automated

remediation.

An access certification process is in place for key systems with manual remediation.
An access certification process is planned or in progress.

No access certification process is in place.

No Answer

UAQUn PIUYITOD lWwwdailu LUITIPITUUI Uuliul gcaull i anyoiou Jivup LUITIPITLED Uit WuUIn.
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Help For Question 10 - Is the organization addressing high risk,
unstructured data access concerns? S

Question 10 - Is the organization addressing high risk, unstructured data access concerns? !

Select one ) All high risk data has been identified and access is audited, monitored, and access policy

violations produce alerts.

© All high risk data has been identified and access is periodically audited.
Most high risk data has been identified but access is not being audited or monitored.
A data discovery and classification process is planned or in progress.
High risk data has not been identified.

No Answer
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Lever 6 - Repm”téng and AUdﬂﬁng USER IDENTITY \
Fully featured IAM reporting and auditing VR FRovsoNNG
provides a robust set of capabilities that can )

track all user life cycle activities, report the data [EEaEE VANAGEMENT

for auditing and key metrics in a dynamic and IAM MAP"
flexible manner, and integrate the data into REPORTING AD AUTHENTIATON &
Security Intelligence tools for further / /
correlation and analysis. — GOVERNANCE

Topics include 1AM reporting tools, SIEM
integration, inventory reporting, account
lifecycle reporting, KPIs for IAM, privileged
account activity reporting, policy violations,
orphan/dormant accounts, audit reporting.
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Help For Question 4 - Does the organization leverage an IAM system to
report all workflow or user account lifecycle activities? USER IDENTITY .

STORES

Question 4 - Does the organization leverage an |IAM system to report all workflow or user account

0 O\

lifecycle activities?

Select one ) A comprehensive set of workflow and user account lifecycle reports can be easily generated

including requests, approvals, password, and self-service actions.
© Most user account lifecycle reporting is generated automatically and runs on a scheduled basis.
Key user account lifecycle reporting can be generated automatically using a reporting tool.

A process to generate user account lifecycle reports using a reporting tool is planned or in

progress.
Reporting on user account lifecycle events is produced manually.

No Answer
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Lever 7 - @pemﬁ@ng USER IDENTITY

STORES

PROGRAM USER ACCOUNT

A mature [AM operational model includes GOVERNANCE PROVISONING
having a scalable, redundant architecture and ( )
OPERATIONS ANACEMENT
IAM MAP™

infrastructure, the right on-premise vs. cloud
manage, operate, and support an |AM program. AL ST AN

mix, and the people and processes required to

IDENTITY
GOVERNANCE

Topics include operational support, outage
recovery, ease of system maintenance and
management, change management, root cause
analysis, performance management, cloud
management.
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Help For Question 6 - Does the IAM support team follow standardized

methods and procedures for efficient and prompt handling of all
production changes? I

PROGRAM USER ACCOUNT
GOVERNANCE PROVISIONING

duestibﬁ-6 - Does the IAM support team follow standardized methods and procedures for efficientand @ O

prompt handling of all production changes? CREDENTIAL
MANAGEMENT

Select one ) The organization, including the IAM team, follows formal, enterprise-wide change management

standards and processes.

© The IAM team follows a repeatable process with standardized processes and checklists and

ATION &
ZATION

includes management approval.

The IAM team follows a repeatable process with standardized processes and checklists.
A standardized change management approach is planned or in progress.

No standardized process is used to implement production system changes.

No Answer
Or all changes, and maintain tne proper palance petween e neea 1or cnange and

the potential detrimental impact of changes.
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Lever 8 - Program Governance use o

An ldentity and Access Management VR PROVSONNG
Governance program enables the enterprise to

plan, establish, enforce and review the plans, R ) VANAGEMENT
policies, and procedures an enterprise will IAM MAP*

leverage to advance to a fully mature state. LD ST AN

IDENTITY
GOVERNANCE

Topics include program ownership, strategy and
roadmap. steering committee, methodology,
program metrics, 1AM reference architecture,
IAM system standards.
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Help For Question 1 - Does someone in the organization "own" the IAM
program and are they supported by management and stakeholders? STORES

management and stakeholders?

Question 1 - Does someone in the organization "own" the IAM program and are they supported by

USER IDENTITY

USER ACCOUNT

0 Q ING

CREDENTIAL

Select one © A formal program owner is recognized and fully supported by senior management and all key
stakeholders.
There is a program owner supported by management but IAM initiatives are not yet supported
throughout the enterprise.
There is a program owner but the role is not known throughout the enterprise.
There is an informal program owner but management or other organizational changes have
challenged the effectiveness of the role.
No program owner or champion exists.
No Answer
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AM MAP Gutputs :

9
1) User Identity Stores 5.43 4 4 4 10 4 6 6
8
2) User Account Provisioning 3.82 2 6 6 2 6 2 6 2 2 2 6
7
3) Credential Management 4.25 8 6 4 2 2 2 4 6 6
4) Authentication and Authorization 2.89 2 2 2 2 2 8 2 2 < 5
5) Identity Governance 52 2 6 8 10 6 6 2 8 2 2 4 ‘
6) Reporting and Auditing 317 2 4 2 4 4 2 6 6 2 2 2 2 3 ‘
7) Operations 60 | 2 4 a 4 4 10 10 8 8 2 ‘
1
8) Program Governance 5.25 4 4 6 8 4 8 4 4 ‘
0 < o N <~ Y ® 3
¢ o o 3 ot & o
@e“‘“ ‘v@* \\p“ o ““6 ot “\G"
A A ) a N o O "
Lever Main Benchmark Best Practice v o " P o
User Identity Stores 2.29 714 2) User Account 4) How quickly do new employees gain access to key applications and resources? 600 1-3
Provisioning months
User Account Provisioning 291 8.36 2) User Account 6) How well does the organization manage un-owned (orphaned) accounts? 600 1-3
Provisioning months
. 2) User Account 10) How is the enterprise managing privileged access to applications and resources? 600 1-3
Credential Management 4.25 85 Provisioning months
. . 6) Reporting and 10) How does the organization identify and dispense with orphaned accounts? 525 1-3
Authentication and Authorization 2.67 mm Auditing months
6) Reporting and 11) How does the organization identify and dispense with dormant accounts? 525 1-3
Identity Governance 4.0 7.6 Auditing months
1) User Identity Stores 1) Have you identified all of the sources of identity information and attributes within the enterprise? 500 1-3
months
Reporting and Auditing 2.67 8.33 .
1) User Identity Stores 2] Has the authoritative source for each user attribute been identified within the organization? 500 1-3
months
Operations 3n 8.44
2) User Account 1) To what degree has the enterprise centralized the account provisioning function? 384 3-6
Provisioning months
Program Governance 6.0 85 6) Reporting and 3) Can the organization produce a comprehensive report of all systems, accounts, owners, and entitlements used 315 6-12
Auditing across the enterprise? months.
7) Operations 1) Does the organization have the necessary people and skills to operate and support the 1AM systems? 300 3-6
months
8) Program 1) Does someone in the organization "own" the IAM program and are they supported by management and 300 1-3
Governance stakeholders? months
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iKey Post Workshop Actions

I.  Review heat map and take action on easier, short-term
low hanging fruit (Create processes, leverage data for
reporting, create application inventory, etc.)

2. Prioritize and sequence longer-term improvements using
“work plan”

Model planned changes and review cost of risk gap closure
Build scope/budget and begin next major phase of work
5. Re-scorelAM MAP after each major phase of work to track

improvements

10/6/17 PathMaker Group — Confidential — Do not distribute



PATHMAKER -

GROUP

“Between half and two-thirds of organizations
attempting to establish a truly-effective IAM program
approach it in the wrong way. |1AM process
requirements should always precede organization and
technology decisions. But currently, most 1AM planning
is done around clusters of technologies, rather than by

addressing specific IT or business processes.”

-- Earl Perkins, |AM Research Vice President at Gartner
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Questions?
Download presentation at About Us/Resources

iKeith Squires, PMP Dallas Office
President/CEQ 635 Fritz Dr., Suite 110
PathMaker Group Coppell, Texas 75019

817.704.364 4

Austin Office
1250 Capital of Texas Hwy S.
Building 3, Suite 400

Website: Austin, Texas 78746
www.pathmaker-group.com

Email:

infoepathmaker-group.com
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What our customers are saying . . .

“PathMaker Group is all in all just a great company. From top to bottom their
people have integrity. They are personable, flexible, professional and a true partner
with us. We can count on you to be there to pickup the phone at2 am.”

Chris Armstrong, BNSF Railway

“We view PathMaker Group as a true partner, as part of the team, and that matters a

lot because they show concern for our business beyond just what they can get from

us. They are our first option when we need help trying to solve a problem.”
Mike Couvillon, Drilling Info
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Over 400 |AM Projects Since 2003
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